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APK Contents

v 2 HelloActivity Java in src and gen
» (B src
> G@gen [CGenerated Java Files] _ _ _ _
» =i Android 1.6 Compiled files in bin

» =, Android Dependencies
=, Android Private Libraries

G@assets Images in reS
» &= bin
> O@ res _ ]
> G tests Manifest contains the
< AndroidManifestxm!  integration with Android

_ [l project.properties (Activities, Listeners)



J] R.java 83
@ /* AUTO-GENERATED FILE. DO NOT MODIFY.[]

|
G e n e rated F I Ies package com.example.android.helloactivity;

publlc final class R {
public static final class attr {

}
@l . - public static final class id {
¥ =3 gen [Generated Java Files] public static final int text-0x7f040000;
. . }
v E com.examp|e.andr0|d.helloactl = public static final class layout {
= @ BuiIdConﬁg java public static final int hello_activity=0x7f
) }
[ m R.java = public static final class string {
public static final int hello_activity_text
}

}

Specifying values in res generates the R class
which is used to deal with visual objects and
strings. This is to allow the APK to adapt to
various devices and langauges



< strings.xml 3

<resources>

<?xml version="1.0" encoding="utf-8"7>

- <string hame="hello_activity_text_text">Hello, |
Resource File st

V'E&mes
(= drawable-hdpi
(= drawable-ldpi < hello_activity.xml g3
(= drawable-mdpi
(= drawable-xhdpi

¥ [=layout android
< hello_activity.xml android:
¥V (= values android:
1 strings.xml android
android:

android:

<?xml version="1.0" encoding="utf-8"7?>
& <EditText xmlns:android="http://schemas.an
:layout_width="fill_parent”

layout_height="fill_parent”
textSize="18sp"

rautoText="true”

capitalize="sentences”
text="@string/hello_activity_t

layouts and strings are stored as xml. Drawable
resources are stored as images. Everything is
identified by name and is referenceable via the

R object.



|J] HelloActivity.java £3

package com.example.android.helloactivity;
@ import android.app.Activity;|]

public class HelloActivity extends Activity {
- public HelloActivity() {

}
/** Called with the activity is first created

(3 Src = @0verride

public void onCreate(Bundle savedInstanceStat:

<£ com. example andl'()ld super.onCreate(savedInstanceState);

} m HE'IOACt|V|tY.Java // Set the layout for this activity. You
// in res/layout/hello_activity.xml

setContentView(R.layout. hello_activity);

An Activity is defined in the source and
Implements many onSomething functions. A
layout is referenced using the R object.



<l
é)
A

HelloActivity Manifest £3

<?xml version="1.80" encoding="utf-8"7>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"”
package= "com.example.android.helloactivity">
<application android:label="Hello, Activity!"s
- <activity android:name="HelloActivity">
- <intent-filter>
<action android:name="android. intent.action.MAIN"/>
<category android:name="android. intent.category. LAUNCHER"/>
</intent-filter>
</activity>
</application>
</manifest>

Specifies the activity to associate with an
application. The package is the name that
identifies the entire program in the Android OS



APK location on device

root@android:/ # 1ls /data/app | grep hello

com.example.android.helloactivity-1.apk

root@android:/ # 1ls -la /data/data/com.example.android.
helloactivity/

drwxrwx--x u0 al23 u0 al23 cache

lrwxrwxrwx install install lib -> /data/app-lib/com.
example.android.helloactivity-1



Program private storage

root@android:/ # 1ls /data/data/com.google.android.gm
app sslcache

cache

databases

files

1lib

shared prefs

oot@android:/ # 1ls /data/data/com.google.android.
gm/databases

google analytics v2.db
google analytics vZ2.db-journal
internal.joseph@josephpcohen.com.db

internal. joseph@josephpcohen.com.db-journal






APK Contents (In the wild)

V:l;% > JoeApollo [Joepollo master] ] ]
> s | Support libraries
> ;2 gen [Generated Java Files]
» =) Android 4.2.2
» =\ Android Private Libraries
> (?-' android-support-v4.jar .
> -P\Android Dependencies Many dependenC|eS
» (s actionbarsherlock
> E—a-assets
» &= bin
P (53 Crouton "
> gjakeWharton-Android-ViewPagerIndicator-Scd 549f N atlve COd e
» &5 libs
> Glca- > res
\C}; AndroidManifest.xml| . .
@ icon.png Signing keys
| JoeApollo-v1.apk
5 keystore
@ phonel.png

&} phone2.png Proguard

5 project.properties






Reverse Engineering

Reconstruction of source and understanding of
application logic.

dex2jar - Convert Android .dex code to Java .
class files. 1-1 translation.

https://code.google.com/p/dex2jar/

JD-Core - Reconstruction of source from .class
files. Good results most of time.



Obtaining APK files from Android

User install apps are installed to /data/app/

root@android:/ # 1ls /data/app/
com.andrewshu.android.reddit-1.apk
com.android.chrome-2.apk
com.android.vending-1.apk
com.bittorrent.client-2.apk
com.estrongs.android.pop-1.apk
com.estrongs.android.taskmanager-2.apk
com.example.android.helloactivity-1.apk
com.google.android.apps.currents-1.apk

com.google.android.apps.docs-1.apk



Obtaining APK files from Android

Using ADB pull we can copy the apk to our local machine

desktop$ adb pull /data/app/com.example.android.
helloactivity-1.apk .

681 KB/s (5096 bytes in 0.007s)

desktop$ file com.example.android.helloactivity-1.apk

com.example.android.helloactivity-1l.apk: Zip archive data,
at least v2.0 to extract



dex2jar https://code.google.

com/p/dex2jar/

$ ./d2j-dex2jar.sh com.example.android.helloactivity-1.apk

dex2jar com.example.android.helloactivity-1l.apk -> com.
example.android.helloactivity-1-dex2jar.jar

Done.

We can then extract the jar to inspect it

$ dtrx com.example.android.helloactivity-1-dex2jar.jar



View the folder we just created

S tree com.example.android.helloactivity-1-dex2jar
com.example.android.helloactivity-1-dex2jar
— android
| L — annotation
| |— SuppressLint.class
| L — TargetApi.class
L— com
L— example
L — android
L — helloactivity
|— BuildConfig.class
|— HelloActivity.class
|— R$attr.class
|— R$id.class
|— RSlayout.class
|— R$string.class
L R.class



Decompile the class files from the jar

’ 0o Java Decompiler - HelloActivity.class ="

com.example.android.helloactivity-1-dex2jar.jar 3

v

v {#} android.annotation

HelloActivity.class 3
v m SuppressLint

v

v @ suppressLint package com.example.android.helloactivity;
© value() : String[] #|import android.app.Activity;
v m TargetApi
v @ TargetApi public class HelloActivity extends Activity
@ value() :int {
v {4} com.example.android.helloactivity 1 public void onCreate(Bundle paramBundle)
v I BuildConfig i
v @ BuildConfig super.onCreate(paramBundle);
05 DEBUG : boolean setContentView(2130837504);
}
T |
» IR
(= v




A look at BaconReader

006 Java Decompiler - com.onelouder.baconreader-2-dex2j

com.onelouder.baconreader-2-dex2jar.jar 3

v EBadmarvelmillennialadapter
- h.
» Jb
v { android
» £ annotation
» {4 support.va
v # com
£ admarvel.android
£} amazon.device.ads
£+ android.vending
£} dynamixsoftware
£ flurry.android
£+ google
£} handmark.drawchat
£} millennialmedia.android
£ mologig.analytics
£} ocpsoft.pretty.time
1 onelouder
£} smaato.soma
1 tapjoy
4 viewpagerindicator
v {1 org
» {1 apache
» i codehaus.jackson
» 1 jsoup

vV vV VvV vV Yy VY Y Y YVvY VY VY YVYYY




Look for PIi

v {1 billing package com.onelouder.baconreader.billing;

» |J) Base64

» |J) Base64DecoderException #+/import android.content.ContentValues;

> m BillingReceiver

» [3) BillingService [Eublic class PurchaseDatabase

> BillingUtils private static final String DATABASE_NAME = "purchase.db";

» 1) Consts private static final int DATABASE_VERSION = 1;

» [J] PurchaseActivity private static final String[] HISTORY_COLUMNS = { "_id", "produc
static final String HISTORY_DEVELOPER_PAYLOAD_COL = “developerPc

» |J] PurchaseObserver static final String HISTORY_ORDER_ID_COL = "_id";

» |J) ResponseHandler static final String HISTORY_PRODUCT_ID_(COL = "productId";

» [T Security static final String HISTORY_PURCHASE_TIME_COL = "purchaseTime";

Found purchase history database “purchase.db”



LoginActivity

®eno Java Decompiler - LoginActivity.class

com.onelouder.baconreader-2-dex2jar.jar 3

b |J] FetchUserTask

4 LoginActivity.class 3

» [J] FlickrHandler
» [J] FlurryWrapper package com.onelouder.baconreader;
> m FrontPage . )
> m FrontPageSearchA #/import android.content.Intent;
> ) FrontPageslide public class LoginActivity extends BaconReaderActivity
> [ GenericPostTask implements View.OnClickListener
> [J) Gifview {
> [J] ImageHandler private EditText passwordControl;
> ImgurHandler private EditText usernameControl;
| 2 m InboxActivity
» )] InboxFetchTask private void hideloginKeyboards()
» [J] InboxPage { ) ) ) . )
» [3) Indicator EditText localEditTextl = (EditText)findViewByld(2131296452);
S EditText localEditText2 = (EditText)findViewByld(2131296453);
> m LinkDispatcher InputMethodManager locallnputMethodManager = (InputMethodManager)getSystemService("input_method™);
> [J] ListRemoteViews localInputMethodManager. hideSoftInputFromiindow(localEditTextl.getWindowToken(), @);
0 LoginActivity 1 localInputMethodManager. hideSoftInputFromiindow(localEditText2. getWindowToken(), @);
> [J] Macros }
» [J] MinePage
> [J] NewsExtWidget private void initViews()
> [J] NewsExtWidgetCo { ) ) o
> m NewsExtWidgetUp th?s.usernameControl - ((Ed?tText)F?ndv?ewById(2131296452));
> m NewsWidget thls.?asswordControl - ((EdttTexi':)F1ndV1ewById(2131296453));
findViewByld(2131296454) . .setOnClickListener(this);
> 1) NewsWidgetConfi findvienByld(2131296455) . setOnClickListener(this);
> m Nfc ((TextView)findViewByIld(2131296451)).setTypeface(Typefaceloader. getVag(this));
» [J] Nfcwrapper }

& o



Follow login process

private void login(boolean paramBoolean)

Login calls {
. String strl = this.usernameControl.getText().toString();
fl]f](:tl()f] String str2 = this.passwordControl.getText().toString();
((ViewFlipper)findViewByld(2131296458)).showNext();
EB)(EB(:lJtGB new Initiallogin(strl, str2, paramBoolean).execute(new Void
}
private class InitialLogin extends Authentication
InitalLoqi {
tEi ()SJ'f] public InitialLogin(String paramStringl, String ar¢

extends {
Authentication

WhICh eXtendS public class Authentication extends AsyncTask<Void, Void, Boolean>

AsyncTask !

super(paramStringl, str);






