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How the Web Works



● Recall that when you navigate to a web 
site, you form a connection.

● The protocol for this connection is either 
HTTP or HTTPS (encrypted connections).

Connecting to Web Sites

source port: 46749

destination port: 80



HTTP Request

The GET command requests a web page



HTTP Request

The response contains the web page



Behind the Scenes

● Requests are handled by the application.
● Application sits on top of the web server and the OS.
● Application communicates with database.
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Behind the Scenes

● Web servers
○ Apache
○ IIS (Windows Server)

● Applications are written in
○ PHP
○ Perl
○ Python
○ ASP.NET
○ Any other language

● Databases
○ MySQL
○ Microsoft Access



Databases

● Stores data in tables.
● Applications use SQL queries to 

communicate.
● Queries must be authenticated (there are 

permissions in the database).
● Example of SQL: 

○ INSERT INTO My_table (field1, field2, field3) 
VALUES ('test', 'N', NULL);

○ SELECT title, price FROM Book WHERE price > 1.0;



Application

● Written in various languages.
● Handles the requests, responses, 

communicates with database. 
● More on this later.



LAMP



LAMP

● Linux, Apache, MySQL, PHP.
● Most popular web application stack.
● Free and open source.
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LAMP Components

● Apache runs a PHP application, which 
listens on port 80 for requests.

● PHP takes in the request data, constructs 
an HTTP response, and queries database if 
necessary.

● The Apache server should listen on port 80 
(no restrictions.)

● The database should only listen to the web 
server.



Apache Process Profile

● Apache runs as root and spawns off "worker 
threads" owned by www-data.

● By default, listens on port 80 on every 
interface.

● Port 443 for HTTPS.



Apache Filesystem Profile

● Configuration files in /etc/apache2.

● sites-available contains web site 
configurations (NOT data!).

● *conf* are config files and folders.



Apache Filesystem Profile

● Apache uses mods to support functionality 
such as PHP, MySQL.

● Logs are in /var/log/apache2.



Apache Filesystem Profile

● Configuration files in /etc/apache2.

● Sites-available contains web site 
configurations.

● *conf* are config files and folders.



MySQL

● Runs as mysql user.
● MySQL has its own users and permissions - 

there is a 'root' user inside MySQL.

● Listens on port 3306, by default only to 
requests from localhost.



PHP

● Config file is php.ini
○ Usually resides in /etc/php5/apache2/php.ini

● Error messages go to 
/var/log/apache2/error.log by default



Live Demo

● Installing a LAMP server.
● Configuring a LAMP server.


